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Abstract

The presented approach addresses the problem of query
and persistent query (subscription) resolution, taking into
consideration distribution across multi-domains, network
infrastructure and content management. This approach
is particularly suitable for information-centric and cloud
computing applications based around a mobile-device in-
frastructure.

1 Introduction

Traditionally, distributed information management has
been based on sets of rules or policies which are predeter-
mined by benchmarking and testing. These techniques may
provide useful and accurate results when the architecture of
a distributed information system is static. However, such
solutions to distributed information management problems
can generate non-optimal results when applied to dynami-
cally changing environments, such as Smart Spaces.
Modern mobile device 1 usage is moving towards im-

plementation in Smart Spaces. A Smart Space may be an
environment where a number of devices may use a shared
view of resources and services through a non-centralised,
information-centric and cloud computing infrastructure [14,
12]. In this regard, Smart Spaces can provide improved
user experiences by allowing users to flexibly introduce new
devices and access most or all of the information avail-
able in the multiple device system from any of the devices.
However, a problem with information management in smart
spaces can be that the location of desired information is not
static. As a result, difficulties can arise in predicting the
most efficient paths to access data included in the devices
of the Smart Space.
Smart Spaces include the concept of a shared repository

of information, also known as a whiteboard, blackboard or

1particularly in our case though we obviously include ‘fixed’ devices
such as personal computers

tuple-space. The whiteboard can be considered as a storage
element to which every device or node in a Smart Space
has access [15]. Logically, only one whiteboard exists in
a Smart Space and hence every device has access to the
very same information. However, the whiteboard is merely
a logical concept, and in reality the whiteboardmay be com-
prised of a multitude of physical data repositories.

2 Background

A challenge in providing consistent informationmanage-
ment in a smart space is that the resources (e.g., the stor-
age components comprising the whiteboard) are distributed
over several physical devices, and as a result, the informa-
tion consumers are not always in, or part of the same de-
vice as the desired information. For example, a number
of content capturing devices (e.g., cameras, microphones,
etc.) may provide information, while other content render-
ing devices (e.g., displays, speakers, etc.) may retrieve the
information for presentation.
A trivial means for managing the shared information in

these dynamic environments so that any device may readily
retrieve queried information could be to copy all informa-
tion to all devices. However, such a solution is typically un-
feasible because some devices - especially mobile devices
- may have limited capabilities (i.e. connectivity and band-
width, storage space, computation abilities, etc.) and the
cost (e.g. power consumption, impact to performance, etc.)
of transferring all information over a communication chan-
nel to all devices may be excessive. Further, the dynamic
architecture of the Smart Space also makes it difficult to
guarantee that all the information will reach every device.
Alternatively, a combination of replication, stripping,

dispersing and caching can be used to improve performance
and information search efficiency, but it is not sufficient in
a dynamically changing environment of a Smart Space. In
such an environment a certain amount of statistical learning
and clustering analysis is usually needed to forecast infor-
mation request patterns with respect to the requested infor-
mation location. However, even that still leaves the follow-
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Figure 1. Smart Space architecture

ing challenges unsolved:

• Achieving high degree of predictability and respon-
siveness

• Making the management of the system adaptive to dy-
namic changes in the whole infrastructure and its con-
tent.

Futhermore we also see the need - based upon the above
constraints - for any distribution system not to be simply
a synchronisation mechanism but rather one that supports
more intelligent asymmetric distribution that can take into
consideration aspects such as context and even legal restric-
tions such as copyright and intellectual property.
Accordingly, the development of a mechanism for solv-

ing these problems while still providing the best possible
user experience in terms of latency, reliability, or any other
quality of service criterion is desirable. In particular, it
would be desirable to provide a mechanism that can con-
sider a dynamic network architecture, but also predict the
location of desired information within the network.

3 Description

Based on the architecture described in [13] and visu-
alised in Figure 1 the Information store of a Smart Space
(Figure 1) stores the information of the Nodes, and any
other information seen necessary by the Smart Space. This
can include, for example, information of current state or ac-
tivity, observations of the outside world or just maintenance
information.
There are a fixed number of Information stores {Nstor}.

Each store may have a connection to another which can be
expressed in terms of a cost function. Nodes are the ba-
sis for all functionality within a Smart Space. Node has
three important parts, namely External Interface, Informa-
tion store Interface and Task. External interface considers
Nodes interaction with the external world (e.g. with respect
to end-user). Information store interface is used to put in-
formation to and react on the information in the informa-
tion store. Task defines the relationship between these two

dimensions. Nodes can insert information, remove it, sub-
scribe to the information by means of the persistent query
(subscription) and cancel such subscriptions. There is Su-
pervisor per each interface which monitors the frequencies
of inserts and removals as well as subscriptions and appro-
priate cancellations are taken to determine the best place
of subscription and inserts allocation. Thus the most de-
manded information is tracked, and the information gain
can be constructed. The connectivity information gain is
provided by the connectivity Controller, and the following
key elements constitute the core of the approach:

• planning a path to target information - constructing an
optimal path to the information, in the scope of the
network and data properties, or, using “hints” to form
the path.

• analysing information concentration (information di-
vergence, in the sense of the query satisfaction and in-
formation location)

• using queries and subscriptions to derive additional
knowledge for shaping the path to target information

While in the process of query/subscription distribution a
certain number of Supervisor Interfaces and appropriate In-
formation Stores can be determined as Information Gate-
ways, which are the entry points and disseminators of all
information related to query/subscription resolution. Thus,
any further queries access only Information Gateways to
fetch queried information, which is done by means of
acyclic graph management. There, the Information Gate-
way constitutes the root structure of such graph.
A method is presented for optimal query/subscription

distribution in a Smart Space using a combination of con-
tent and connectivity information.

3.1 The system

Considering the information access as a following 4
steps in resolving a Node query or subscription,

1. query information locally

2. check results as a match for the original query

(a) if not satisfied, then the query is forwarded to the
next best information store candidate

(b) certain accompanying information re-
distribution actions should be taken then

3. actual access to information and referred content

4. respond to a query



Figure 2. Distributed information framework

In fact the information distribution (Figure 1) can be repre-
sented as a model of the actual behavior of a certain system
part (Figure 2).
Despite the fact of multi-domain convergence still dis-

tributed information management stands on complex and
computationally expensive cross-domain relationships find-
ings and extrapolations. Thus, most of the systems en-
counter issues in scalability, robustness and durability.
The main reason of such issues comes from the in-

telligent engine, which is based on complicated cross-
correlation findings and analysis. Even though such com-
plexity, and corresponding overhead, is compensated by re-
sulting performance, it is obvious to see limited applicabil-
ity in case of energy and computationally constrained mo-
bile device. Therefore this raises the question of balanced,
in energy and computational aspects, distributed informa-
tion management construction - managing information al-
location with minimum cost; allocation mechanism which
is aware of information features and network properties at
any moment of time.
Zooming in existed distributed information management

infrastructure the following typical considerations are valid.
A three tier architecture incremental low-level routing
mechanism, a distributed query planner and a distributed
directory management mechanism. Any layer above dis-
tributed directory management is defined to serve as a dis-
tributed information location and retrieval mechanism. The
main purpose is to guarantee sustained information evolu-
tion management, serialization and access control. To un-
dertake such actions in most efficient (intelligent) way a
decision update mechanism considered. Decision update
mechanism utilizes information gathered from meta-data
(actual content and query related) and network, which is
fused and delivered as a conditional rule.
Incremental low-level routing mechanism provides rout-

ing and message passing facilities between network map-
ping facilities and connection selection/transfer.

Below the incremental low-level routing layer a corre-
sponding connectivity should be provided. By means of that
any network specific information is delivered by connectiv-
ity layer and by means of intelligent workload control with
service info which includes connection specific details. The
granularity level of information can be adjustable.
As it is defined by [8], intelligent workload control can

be based on external services specifications which are per-
formance requirements and utilisation, e.g. access pat-
tern. The central role of intelligent workload control plays
is infrastructure resource provisioning subsystem which
is based on workload-resource mapping and distribution-
admission control. These two parts absorb information
from actual network topology and service availability, and
network conditions and traffic patterns. All elements above
are converged by means of resource management and actual
performance measurements.
Under current approach there are two main domains to

gather information from. They are data specific and net-
work specific domains. Data specific information can be
delivered by distributed object file system infrastructure and
can consist of commonly usedmeta-data, object distribution
and hierarchy. Network specific information is delivered by
connectivity layer and can consist of actual network topol-
ogy, network conditions and traffic pattern information.
From the Network side the following information is rel-

evant to network specific domain analysis (for example).

• Interface properties

• Adjacent nodes properties

• Last action type

• Timestamp of the last action

• Node access info

This information is provided by the intelligent connectiv-
ity controller. Intelligent connectivity controller is aware
of its surrounding environment in addition to its local con-
nectivity capabilities. It may also be aware of the physi-
cal limitations and of individual devices within the wireless
range or within the wired network is associated. The aim
of the interface provided by the controller and visualised
in Figure refFigss the information distribution framework
component is to provide enough yet abstract connectivity
properties of the devices participating in to the distributing
network. In addition the controller hides the complexity of
multi-transport control mechanisms as a connectivity cost
function interface.
In time domain the connectivity controller may have a

multi-radio controller function that is responsible for allo-
cating connectivity resource based on the communication
medium activity, resource availability, and wireless spec-
trum availability to mention few. It has no direct effect to



the interface provided to the distribution framework. Con-
nectivity controller implements protocols and data types for
creating network topologymap and connectivity technology
map of the environment. These two property maps enable
more sophisticated and power efficient transport selection
upon data delivery. Also, the connectivity map protocols
may be used to share information about the physical prop-
erties of each device in the operating in the network such as
remaining battery life, available memory resources, compu-
tational capabilities etc. This information may further assist
connectivity controller to draw conclusions about the most
optimal next node to which the data should be delivered.
One of the main advantages of such intelligent connection
controller is that in the presence of multi-transport devices,
heterogeneous networking technologies may be used to per-
form one data delivery task. For example, due to the dy-
namic nature of ad hoc networks the initial data delivery
from one node to another may be done with Bluetooth but
when the receiving node moves out of the range of Blue-
tooth radio the connectivity controller may open another
connection between the nodes using WLAN and continue
data delivery. The decision of such intersystem hand-over
may be done based on the connectivitymap information and
physical characteristics of the participating nodes. Finally
all the information may be provided as an input to the cost
functionwhich the distributing engine may use to determine
data locality and availability.

3.2 Usage

Since there is similarity with storage infrastructure, two
essential data related analyses are vital here – data local-
ity and concentration. Data locality is analysed in terms of
temporal and spatial locality.
Data locality shows the actual proximity of data to the

potential consumer in terms of costs. Since cost function is
rather compound dependency from several parameters, ob-
viously, proximity is determined in terms of those parame-
ters and is non-linear by nature. The information provided
by the connectivity layer as it is described above, i.e. avail-
able connectivity technologies, neighbor devices and their
connectivity capabilities etc. is the input to the cost func-
tion. Also the device characteristics and capabilities like
remaining battery life, free memory resources etc. can be
considered as input of the cost function when determining
the data locality and the optimal path to that information.
Data concentration shows the number of available data

pieces per certain locality (e.g within certain proximity).
Data concentration serves as input parameter of local work-
load model and, is derived from content dispersing estima-
tion and data tracker.
Therefore the path construction converges to the efficient

query requests update rule mechanism which is based on

two domains information analysis and fusion. Since in-
formation which is used to update the management rule is
rather independent (orthogonal) there are no ways to use
correlation analysis and any derivative as well. Consider-
ably different approach consists of domains (data and net-
work) decomposition and fusion based on parameters co-
variance analysis.
The optimal operational mode above is determined by

reliability (e.g. data loss, consistency), performance (e.g.
latency, throughput) and power consumption strategies of
the overall system.
The operational mode controls, for example, whether it

is better to replicate information to several places for the
easy query intersection or to pass the query to some close,
however, remote location relative to the information origi-
nal location while replicating information there.

3.3 Strategies

For different aspects of the system we explain the strate-
gies used by the distribution system.
Power consumption: Different devices have different

power budgets and constraints (e.g. battery vs. mains pow-
ered). The power consumption associated with the con-
nection maintenance and data transfer between the devices
varies and should be considered in calculating the overall
cost.
Performance: The future latency requirement for the par-

ticular information access is estimated by monitoring the lo-
cal and remote workloads [7]. The information subscribers
may embed some meta-data for the additional latency re-
quirements to the query.
Reliability: Due to the dynamic nature of the system

some particular information access may not be granted at
all times. This compromises the reliability and availability
of the data. To counter this, the redundancy of the informa-
tion and/or query can be increased. For example, the infor-
mation can be replicated to several places or, by any other
means, information can be dispersed to minimize the loss if
one or more information sources become unavailable.
Operational strategies are to be selected in terms of the

above mentioned three dimensions. For example a strategy
can aim to minimize the power consumption while meeting
the latency and reliability constraints. Latency minimiza-
tion and reliability maximization strategies are constructed
in a similar way. Further, by introducing weighting factors,
multiple (or all) dimensions can be optimized simultane-
ously.
Operational strategies are taking in account storage

space constraints as a prime limitation of any physical de-
vice. Due to the approach presented in the current mecha-
nism, which is based on redundancy after stored informa-
tion is dispersed, there is natural relationship between stor-



age space and above mentioned parameters. The process of
content dispersion consumes a particular additional storage
space which means additional spending of power, changes
of reliability and performance (in particular latency). If dis-
persed information is replicated, obviously, these dispersed
blocks incur additional storage space needs and consump-
tion is growing further. In that scope any increase of a re-
dundancy (in terms of pure disperse or replication, or both
of them) leads to the changes in terms of power, data relia-
bility and performance, thus providing the relationship be-
tween storage space consumption and all three parameters
which are explained above.
Proposed path to the target information, the allocation of

the subscriptions and the information fusion scheme can be
characterized by the convex combination of two domains
information covariances. As a baseline it takes a convex
combination of the means and covariances in the informa-
tion space (two domains space). Thus, cross-domain and
communicative uncertainties are filtered out.
Therefore, from the context specific actions the fol-

lowing allocation and retrieval mechanism can be effi-
ciently constructed utilising data-network specific informa-
tion analysis and fusion (in terms of Smart Spaces):

• Group-based (physical device action, data reliability-
energy-performance-timing)

• Subject-based (Smart Space node action)

• Content-based (codewords, say data blocks, action)

Algorithm sketch can be presented as follows (Figure 3):

1. Decision rule bootstrapping and information gain con-
struction

2. Domain X (network related) feature selection

3. Domain Y (data related) feature selection

4. Features weighting and filtering

5. Covariance calculation

6. Convex covariance calculation [1, 2]

7. Decision rule updates (p. 2)

8. Append updates to workload model (encode updates
by means of action model)

9. Back propagate using intelligent workload control in-
frastructure [8]

To satisfy the needs of proposed approach each Smart Space
physical device should to provide feature selection from the
data specific and the connectivity specific domains. The
fusion and update scheme should be constructed afterwards.

Figure 3. Algorithm flowchart, as it is seen
by the particular mobile device within Smart
Space

The connectivity related information gain (characteris-
tics gain) is obtained from the Connectivity controller, as it
is presented above.
Data specific feature selection consists of meta- and

raw data filtering and decomposition for the further fusion.
The connectivity specific feature selection consists of net-
work/connectivity information filtering and decomposition
for the next step fusion. The process of feature selection
can utilize any existing filtering technique like particle fil-
tering [6]. In particular, information gain is obtained by ag-
gregation of meta-data from low-level data allocation anal-
ysis, meta-data like “inode” straight through the meta-data
provided by storage filesystems, bindings between high ab-
stract information and Information stores content.
Considering that the information gain of the data related

domain can be constructed by the assumptions presented in
[10] by taking a set of aggregate queries Q = {q1, ..., qm}
over a set of k distinct data sources, a set of data source read-
ings may be a vector x = (x1, ..., xk) ∈ �k. There is an
assumption that any query requests are aggregate value of
some subset of the data sources at some desired frequency.
This then allows each query to be expressed as a k-bit vec-
tor: element j of the vector is 1 if contributes to the value
of xj , and 0 otherwise. And. as a result, the value of query
qj on data source readings x is expressed as the dot product
qj · x.
Once the features are extracted and the information gains

are constructed they can be passed to the actual fusion stage.
Since fusion of the convex combination of two domain co-
variance is used, the process include the following [1, 2].
There, starting from two given estimates x̂1 and x̂2 of the
true state x with corresponding positive definite error vari-
ance matrices P1 and P2, a combined estimate x̂ with error
variance matrix P can be sought. The overall estimate can



be given by basic convex combination of the two estimates,
and, it is as follows [1, 2]

P−1

xx = ωP−1

x1x1
+ (1− ω)P−1

x2x2

P−1

xx x̂ = ωP−1

x1x1
x̂1 + (1− ω)P−1

x2x2
x̂2

where ω ∈ [0, 1]. The free parameter ω manipulates the
weights which are assigned to x1 and x2. Different choices
can be used to optimize the update with respect to different
performance criteria.
The resulted estimation is used to update initial set of ag-

gregate queries and to embed the necessary changes to the
initially received queries. It is important to note that current
approach can be easily extended to the information concen-
tration management, as it was mentioned above. There, the
updated estimate will be used to track the allocation for the
certain information distributed in the network and stick it to
the set of aggregate queries that are targeted for that infor-
mation. Thus, a dual side optimization is possible, from the
query and from the information location, concurrently.
Current approach is defined as glue for the intelligent

workload management and query distribution. Since access
analysis behaviour is different from query distribution and
triggering, some assistant four step analysis can be defined.
Query and inserts analysis consists of inserts or query issue,
respond, match and actual access decomposition. Currently,
workload management [8] is able to create workload mod-
els generated by actual accesses. Three other steps can be
considered separately. As was defined above current ap-
proach treats any nodes activities as an abstract information
gain vector and feeds with that fused entity. As a result
query distribution and subscription allocation can be opti-
mised and updated due to the actual network and data spe-
cific domain status.

4 Discussion and Conclusions

The presented approach provides robust scalable mecha-
nism which is device energy efficient and efficiently utilises
different computing platform.
An implementation of this has been made and is cur-

rently implemented in our Smart Space infrastructurewhich
utilises Semantic Web principles [13, 14]. Use of this dis-
tribution allows us to automatically expand the search space
and assists in controlling the privacy and sharing of the
user’s information implicitly.
The effect upon the performance of the system as a

whole is negligible with network latency over mobile net-
works and even fixed networks being more of a problem.
Such problems can be solved by selective caching and more
advanced information representation mechanisms - these
are the focus of our current research.
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